IMamsaTka 1751 00ydyawmmxcsi 00 MHPOPMAIIMOHHOI 0€301aCHOCTH JIeTeil
Henb3s

=

BceM noapsia cooOmmaTh CBOIO 4acTHYIO HH(OpMAIHIO (HacTosIue UM, (haMIITiio, TesedoH, aapec, HoMep IIKOJIbL, a
Taroke poTorpaduu CBoU, CBOCH CEMbHU U JIpy3ei);

OTKpBIBATh BIOXKEHHBIE (DaiIIbl 2IEKTPOHHOMN ITOYTHI, KOTa HE 3HACHIb OTIIPABUTEIS;

I'pyOuTh, IPUAMPATHCS, OKa3bIBATh JIABJICHUE - BECTH ce0sl HEBEKIIMBO U arPECCHBHO;

He pacniopspkaiicst feHbraMu TBoel ceMbU 0€3 pa3pelleHns CTapIIuX - BCeT/1a CIpanIiBail pouTele;

aawp

. He Bcrpeuaiicst ¢ MHTepHET-3HAKOMBIMU B PEASIbHOM JKHU3HHU - TIOCOBETYICS CO B3POCIIBIM, KOTOPOMY JOBEPSICILIb.
OcTopoXKHO

He Bce numryt mpasay. UnTaems o cebe Henpapy B MIHTepHETe - co00IIH 00 STOM CBOMM POAUTENSAM WU ONEKYHaM;
[purnamarot nepenuceBaThCs, UrPaTh, 0OMEHHBATHCS - IPOBEPH, HET JIN MOBOXA;

HesaxonHoe konmpoBaHue (aiinos B IHTepHETE - BOPOBCTBO;

Bcerna paccka3sbiail B3pocibIM 0 pobiaeMax B CETH - OHU BCET/ia IIOMOTYT;

Hcnonb3yii HacTpoiky 6e30IacHOCTH U MPUBATHOCTH, YTOOBI HE TOTEPSITH CBON AKKAYHTHI B COLICETSX U APYTHX
nopranax.

abrwbdE

MoxxHO

YBaxkall Ipyrux noys3osareneii;

ITonp3yembess MTHTEpHET-NCTOYHUKOM - [ieNlail CCbUIKY Ha HEro;

OTKpbIBaii TOJIBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

OO6pamarthest 3a MOMOIIBIO B3POCIIBIM - POJUTEIH, OIEKYHBI M 8 IMHHICTPALUs CAiTOB BCET/IA TIOMOTYT

PN E

WndopmanmonHas namMsaTKa A1 00yJaronuxcs Ui pa3MenieHus Ha oHIInaIbHBIX HHTEPHET-PECypcax

C KaXI[IM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE,  IIKOIFHUKY OTHH M3 CAMBIX aKTHBHBIX II0JIb30BaTEIICH
Pynera. Mexay TeM, TOMHMO OIPOMHOTO KOJIMYECTBA BO3MO)KHOCTEH, HHTEPHET HECeT U MPoOIeMbl. DTa namsaTka JOJDKHA
TOMOYb Tebe 6e301acHO HAXOMUTHCS B CETH.

KommnerotepHbIe BUpYChI

KoMnbroTepHSIi BUpYC - 3TO pa3HOBHIHOCTH KOMITBIOTEPHBIX MPOrPaMM, OTIHIUTEILHON 0COOSCHHOCTBIO KOTOPOIT SIBIISIETCS
CIIOCOOHOCTD K Pa3MHOXKEHHIO. B JonoHeHne K 5TOMY, BUPYChI MOTYT HOBPEAUTh MIIH TIOJIHOCTBIO YHHYTOXHUTH BCe (ailiibl U
JIaHHBIE, ITOIKOHTPOJIbHBIE M0JIb30BATENI0, OT UMEHU KOTOPOTo ObljIa 3allylleHa 3apakeHHas IPOrpaMMa, a TaKkiKe MOBPEIHUTh
WU a)Ke YHHITOXKHUTH ONEPalliOHHYI0 CHCTEMY CO BCeMH (aiiiaMu B 11e1oM. B GoNbIIMHCTBE ciTydaeB pacpoCTpaHsIOTCs
BUPYCHI Yepe3 HHTEPHET.

MeTo/1bl 3aIUTHI OT BPEIOHOCHBIX IIPOTPaMM:

1. Hcnonb3yit COBpeMEHHBIE OMEPAIIMOHHBIE CUCTEMBI, HMEIOIINE CEPHE3HBIN YPOBEHD 3aAIIUTHI OT BPEILOHOCHBIX
TIporpamm;

2. TlocTosiHHO ycTaHaBiuBail nauty (LUpPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH YCTAHABJIMBAIOTCS C LIELIO
JIOpaOOTKH MPOTPaMMBl) U IpyTUe OOHOBIICHUS CBOECH OTEPaIlOHHON crcTeMbl. CkaunBail HX TOJBKO C OQUIIHATBHOTO
caiita pa3padorunka OC. Ecnu cymiecTByer pexiM aBTOMAaTHYECKOr0 OOHOBJICHHUS, BKIIIOUH €r0;

3. Paboraii Ha CBOEM KOMIIBIOTEPE M0] IPABAMU [I0JIB30BATENSL, & HE aIMAHUCTPATOPA. DTO HE [O3BOJIMT OOJIBIIHHCTBY
BPEITOHOCHBIX ITPOTrpaMM HHCTAJUTUPOBATHCSI HA TBOEM ITEPCOHATEHOM KOMITBIOTEPE;

4. Vcnosns3yil aHTHBHPYCHBIC IPOTPAMMHBIE TIPOYKThI H3BECTHBIX IPOU3BOAUTENEH, C aBTOMATHYECKUM OOHOBJICHHEM
0as;

5. Orpannup pusrueckuii JOCTYI K KOMIIBIOTEPY /Ul TOCTOPOHHUX JIHLL;

6. Vcnonb3yii BHEIHKME HOCUTENHM UHDOPMALIMY, TAKKE KaK (JIeliKa, JUCK mwin (aill u3 MHTEpPHETA, TOJILKO U3
MIPOBEPEHHBIX HCTOUHHUKOB;

7. He OTKpbIBail KOMIBIOTEPHBIE (HaiIbl, MOMYUEHHBIE U3 HEHAIEKHBIX HCTOUHUKOB. Jaxke Te (ailiibl, KOTOpBIE MPHCIAT
TBO# 3HaKOMBIi. JIydIlle yTOYHH y HEro, OTHPABIISLI JIH OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He BHJI Ilepe/iaun JaHHbIX, HE TEXHOJIOTHSI, & BCEro JUIIb Opera, Mapka. Eute B 1991 rofy Humepnanackas KOMIaHUS
3apeructpupoBana opern "WECA", uro o6o3navano cnosocoueranue "Wireless Fidelity", koTOpbIil mepeBOAUTCS Kak
"GecnpoBoiHast TOYHOCTH".

Jlo Hamiero BpeMeHH JomuIa Apyras abopeBuarypa, KOTopast sBISICTCS TAKOM jKe TeXHoIorueit. Ito abbpesuarypa "Wi-Fi'".
Taxoe Ha3BaHKe OBUIO TaHO C HAMEKOM Ha CTaHAApT BhIcuiel 3BykoBol TexHuku Hi-Fi, uTo B nepeBone o3HayaeT "BbICOKas
TOYHOCTBH".

[a, GecriaTHBIM HHTEPHET-IOCTYII B Kade, OTEIX U adpONOPTax SBISIETCS OTINYHOH BO3MOXKHOCTBIO BBIXO/a B MHTepHET. Ho
MHOTHE KCIEPTHI CYUTAIOT, 4TO obienocrynHbie Wi-Fi ceTr He sBIstioTCS 0€301acHbIMU.

CogerTbl 110 6€301aCHOCTH PabOTHI B 001IeA0CTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBo0 JMYHYI0 HHPOpMALHIO Yepe3 obtenocTynubie Wi-Fi cetu. PaGoTast B HUX, JKeNATENbHO He
BBOJIMTH NAPOJIN JOCTYIIA, JIOTHHBI M KAKUE-TO HOMEpa;



2. Wcnonb3yii 1 0GHOBJIAN aHTUBMPYCHBIE IPOTPaMMBI U GpanaMayep. TeM caMbIM Thl 06€30IACHILb ce0s OT 3aKAUYKH
BHpYca Ha TBOE YCTPOHUCTBO;

3. Tlpu ucnonszosanun Wi-Fi orkmoun dynkuuro "O6uwmii noctyn k daiinam u npunrepam". Jlanuas QyHKLMS 3aKpbITa
110 YMOJTYAHHIO, OJJHAKO HEKOTOPHIE MOJIb30BATENHN aKTUBUPYIOT €€ JUIsl YA00CTBa UCIIOIb30BaHH B paboTe win yuede;

4. He ucnions3yit my6nuunpiii WI-FI 1ist nepenauu TMYHBIX JAHHBIX, HATIPUMED IS BBHIXO/IA B COIUAIBHBIE CETH UITH B
JNIEKTPOHHYIO NOYTY;

5.  Hcnone3yii Tonsko 3amunienroe coeaunenne yepes HTTPS, a ue HTTP, 1.e. npu Habope Be6G-aapeca BBOM KMEHHO
"https://";

6. B moGunbaoM Tenedone orkmoun Gynknuio "Tloakmouenue k Wi-Fi aBromatuuecku". He momyckait
ABTOMATHUYECKOTO TOJKIIOYEHHs yeTpoiicTBa K cersiv Wi-Fi 6e3 TBoero coriacusi.

ConpanbHble CETH

CounanbpHbIE CeTH aKTHBHO BXOJAT B HAIly )KM3HB, MHOTHE JIFOAM Pa0OTAIOT M KHUBYT TaM IIOCTOSIHHO, a B Facebook yxe
3aperucTpUpoBaH MUJUIMAP YEIOBEK, YTO SBISICTCS OJJHOH CEAbMOIT BCeX XKHTeNeH IuIaHeTsl. MHOTue MoJb30BaTeNn He
MOHUMAIOT, 4TO HH(POPMALUs, pa3MEIIEHHas UMH B COLIMAJBHBIX CETAX, MOXKET ObITh Hali/IeHa ¥ UCIOJIb30BaHA KEM yrOJHO, B
TOM YHCIIC He 0053aTeIbHO ¢ OJaruMy HaMepeHUSIMH.

OCHOBHBIE COBETHI IT0 G€30MACHOCTH B COIMANIBHBIX CETAX:

1. Orpannys ciucok apy3ei. Y Te6s1 B IpY3bAX HE JOJDKHO OBITH CITy4alHBIX U HE3HAKOMBIX JIFOJIEH;

2. 3Bammmiaii CBOK 4acTHYIO ku3Hb. He ykasbiBaii maposu, TenedoHbl, aapeca, 1aTy TBOETO POKIECHHUS U APYTYIO JTUYHYIO
nH(pOpMAaIHIo. 3T0yMBIIUICHHIKH MOTYT HCIIOIb30BaTh Jayke HH(OPMALUIO O TOM, KaK Tl X TBOU POAUTENN
TUTAaHUPYETe TPOBECTH KaHUKYJIbI;

3. 3ammmiaii CBOIO PEMyTAIHUIO - IEPXKH €€ B YUCTOTE M 3a/1aBait cebe BOMpOc: XOTeN ObI Thl, YUTOOI APYTHE MOIb30BATENH
BHUJIENH, YTO THI 3arpyxaens? [loqymai, mpesk/ie 4eM 4To-To OIMyOINKOBaTh, HAIIMCATh U 3aTPY3HUTh;

4. Ecnu Thl TOBOPHLIB C JIOIbMHU, KOTOPBIX HE 3HACIIb, HE UCIOb3YH CBOE PealbHOE HMS U IPYTYIO JTHUHYIO
nH(pOPMAIHMU: UM, MECTO JKUTENIBCTBA, MECTO y4eOBI U IIpouee;

5. UsGeraii pasmemenns Gpororpaduii B InTEepHETE, I/l TH H300paKeH HA MECTHOCTH, IO KOTOPOM MOYKHO ONIPEIEHTh
TBOE MECTOIIOJIOXKEHHE;

6. TIlpu perucrpaiu B COLMAIBHOMN CETH HEOOXOIUMO UCIIONB30BATh CIIOXKHBIE IAPOIH, COCTOSIIIKE 13 OyKB 1 Ludp U ¢
KOJIMIECTBOM 3HAKOB HE MeHee §;

7. Jlnst copanbHOM CEeTH, IOYTHI U IPYTHX CAHTOB HEOOXOIMMO UCTIONB30BaTh pasHble Mapomu. Torna eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH ITOTy4aT JOCTYII TOJIFKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DNeKTPOHHBIE 1EHBTH

DJIeKTPOHHBIE AEHBIH - 3TO OYeHb YIOOHBIH crocol MmiaTexei, OJJHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTSIT ITOIYIUTh 3TH
JICHBIU.

DIIEKTPOHHBIC ICHBIH MOSBUIIMCh COBCEM HEJIABHO M MMEHHO M3-32 9TOT0 BO MHOTHX I'OCYAApCTBAX 10 CUX MOpP HE HPOIHCAHO
PO HHUX B 3aKOHAX.

B Poccui sxe oOHM (QyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TIe X Pa3JIeiaioT Ha HECKOJIBKO BHJIOB - aHOHUMHbIE 1
He aHOHMMHBIE. Pa3HNIa B TOM, 9TO aHOHUMHEIE - 3TO T€, B KOTOPBIX pa3pemaeTcs IPOBOANTE ONepanyy 0e3 naeHTHPHUKAIINT
I10JIB30BATCIIsA, @ B HCAHOHHUMHBIX I/IjleHTl/I(bI/I](aL[I/IH I1OJIb30BATECIIA SABJIACTCA O65l3aTeJ'll>H0i;l.

Takxke clenyeT pasin4aTh IEKTPOHHBIC (DHATHBIC ICHBTH (PaBHBI TOCYIaPCTBEHHBIM BAIIOTAaM) U JICKTPOHHBIC He(HATHBIC
JICHBIH (HE paBHBI FOCYIap CTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 0€30MaCHOH PaboTe ¢ EKTPOHHBIMHU JICHbIAMH:

1. Tlpussku k cuery MOOUIBHBIH TenedoH. ITO caMblil YIOOHBIA 1 OBICTPLIA CIIOCO6 BOCCTAHOBUTH JOCTYII K CUETY.
[puBsi3anHblii TenepoH MOMOXKET, €CIi 3a0y/IelIb CBOH IUIATE)KHBIN Mapoiib I 3aiijelb Ha CAlT ¢ HE3HAKOMOT'O
YCTpOHCTBA;

2. Hcnonb3yii omxHopasosbie naponu. [locie nepexosa Ha yCUIEHHYIO aBTOPU3ALHIO Tebe yike He OyIeT yrpokarh
OIACHOCTH KpaykKHl MIIM TIEPeXBaTa IIaTeKHOTO MapoJIs;

3. Buibepu crnoxkuslii naponb. [IpecTynHukam 6yIeT He MPOCTO yraaaTh CIOXKHBI Mapoiib. HanexHble maposu - 310
MapoJIH, KOTOPBIE COZIEPKAT HE MEHEe 8§ 3HAKOB U BKJIIOYAIOT B ce0s CTPOYHBIC M ITPOMUCHBIC OYKBBL, ITU(PHI 1
HECKOJIBKO CHMBOJIOB, TaKUe KaK 3HaK J0JU1apa, GyHTa, BOCKIHIATENbHBIN 3Hak U T.1. Hanpumep, $tRONg!;;

4. He BBOIM CBOM JIMUHBIC JaHHBIC HA CANTAX, KOTOPHIM HE JOBEPSICILb.

DneKTpOHHAs IMouTa

DJIeKTPOHHAsSI IOYTA - ITO TEXHOJIOTHSI U MIPEIOCTABIISIEMbIE €0 YCIYTH MO MEPECHUTKE U MOJTYYEHHUIO HIEKTPOHHBIX COODIIECHHUH,
KOTOPBIE PacHpeeIIIOTCs B KOMITBIOTEPHO ceTH. OOBIYHO 3JIEKTPOHHBIN TOYTOBBIN SIIUK BBITJIUT CIEAYIOIINM 00pa3oM:
HMSL_TIONBb30BaTeISI(@UMsL_ToMeHa. Tarke KpoMe Iepenadu MpoCTOro TEKCTa, MMEETCsl BO3MOXKHOCTD TIepeiaBath (ailiibl.
OCHOBHBIE COBETHI 110 0€30MACHON PabOTE C AIEKTPOHHOM TTOYTOMN:

1. Hano BbIOpaTh MpaBUIILHBIN TOYTOBBINA CEPBUC. B HHTEPHETE €CTH OrPOMHBIN BBIOOP OECTUIATHBIX MOYTOBBIX
CEPBHUCOB, OJHAKO JIy4llle JOBEPATH TEM, KOI'O 3HAClllb U KTO IIEPBbIi B pEHTUHTE;

2. He ykasbiBaii B IM4YHON MoYTe TU4HYI0 nH(opManuo. Hanpumep, ydnie BHIGpaTh "My3blKalbHbI_(aHar@" wim
"pok2013" BmecTo "Temal3";

3. Vcnonb3yii AByX3TalHy0 aBTOPU3ALKIO. DTO KOT/[a IOMUMO [apOJis HYKHO BBOJUTH KO, IPUCKUIAEMBIH 110 SMS;



4. Bribepu CI0XKHBIA Mapostb. [ KaKIOTO MOYTOBOTO AMIMKA JOJDKEH OBITH CBON HAJEKHBIN, YCTOWUMBBIN K B3IOMY
TapoIsb;

5.  Eciu ectb BO3MOXKHOCTh HAMKCATH CAMOMY CBOM JIMYHBIN BOIIPOC, HCIOB3YH 3TY BO3MOKHOCTb;

6. Hcmomb3yi HECKOIBKO MOYTOBBIX AMIMKOB. [1epBBIi I 9aCTHOM MEPENUCKH C a/IpECaTaMt, KOTOPBIM ThI TOBEPSENIb.
3TO EKTPOHHBII a/Ipec He HaJ0 MCII0JIb30BaTh NIPH PETHCTPaluy Ha popyMax U cairax;

7. He oTKpbIBail (aiisbl M APyTHE BIOKEHUS B TIMCbMAX, MaXKe €CIIM OHY IIPUILIA OT TBOMX Apy3ei. Jlydiue yrounu y
HUX, OTIIPABJISLIN JIK OHH TeOe 3TH (ailJib;

8. Tlocne okonyanus paboTHI Ha OYTOBOM CEPBHUCE TIEPE 3aKPBITHEM BKIIAIKU C CAUTOM HE 3a0yb HaXaTh Ha "BeriiTu".

KubepOymmHr wim BUPTyalbHOE H3/1€BaTEIbCTBO

KnbepOymmHr - npecienoBanue COOOMIEHNSIMH, COAEPKAIIUMH 0CKOPOJIEHHs, arPECCHIO, 3allyTUBAHHE; XyIUTaHCTBO;,
colMaIbHOE OOHKOTHPOBAHHE C IOMOLIBIO PA3INYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 60pBOE ¢ KHOEPOYILITHHIOM:

1. He 6pocaiics B 60i1. JIyumuii cioco6: MoCOBETOBATHLCS Kak ce0sl BECTH U, €CIIM HET TOTO, K KOMY MOXKHO 00paTHThCH,
TO BHayYaJle yCIOKOUTHCs. ECITU Thl HAuHeIIb OTBEYaTh OCKOPOICHHSIMH Ha OCKOPOJICHUSI, TO TOJIBKO elle OoJbiIe
Pa3oXKeITb KOH(IUKT;

2. Vnpasnsii cBoel KubeppenyTamnuen;

3. AHOHMMHOCTH B ceTd MEMMAast. CYLIECTBYIOT CIIOCOOBI BBISICHUTE, KTO CTOUT 33 aHOHUMHBIM aKKAYHTOM,;

4. He cTouT BECTH XyJMTaHCKKI 00pa3s BUPTyalbHOW xu3HU. HTEpHET GUKCHPYET BCE TBOU AEHCTBUS M COXPAHAET UX.
VY pamute ux OyJer KpaiHe 3aTpyIHHTEIBHO;

5.  Cobmronaii cBOI0 BUPTYaIbHYIO 9€CTh CMOJIOAY;

6. Wrnopupyii enurn4nbii Heratus. OIHOPA30BLIE OCKOPOUTEIBHBIE COOOIIEHHUS JTyUIlle UTHOPUPOBATh. OGLIUHO

arpeccusi IpeKpalaercs Ha HadaJbHOH CTauu;

7. Ban arpeccopa. B mporpammax o6MeHa MIHOBEHHBIMH COOOIIEHUSIMHE, B COIMAIIBHBIX CETAX €CTh BO3MOXKHOCTD
OJIOKUPOBKH OTIIPABKH COOOIIEHUH C ONPEaeeHHBIX aAPECcOB;

8. Ecmu o1 cBuseTenb KubepOyumnra. TBOU AeHCTBHS: BLICTYIHTE IPOTUB MPECIIEN0BATENS, [I0KA3aTh MY, 4TO €0
JeiCTBUS OLIGHMBAIOTCS HETATUBHO, MO/IAEPIKATh KEPTBY, KOTOPO HY)KHA IICHXOJIOIHYECKast TOMOILb, COOOLHUTD
B3pOCIIBIM O (DaKTe arpecCHBHOTO MTOBE/ICHHS B CETH.

MoGunbHbIi Tenedon

CoBpeMeHHbIe cMapTQOHBI 1 IITAHIIETHI COAePKAT B cebGe BIIOIHE B3POCIBIH (YHKIIHOHAI, U TENEPh OHH MOT'YT KOHKYPUPOBAaTh
CO CTAI[MOHAPHBIMU KOMIbIOTepaMu. OIHAKO, CPECTB 3aIUTHI U1 HOAOOHBIX YCTPOWCTB MOKa OueHb Majio. TecTupoBaHue u
MOKMCK Y3BUMOCTEH B HUX IIPOMCXOHUT HE TaK MHTEHCUBHO, Kak 1t ITK, TO e camoe Kacaercss 1 MOOMIIbHBIX TIPUIIOKCHHH.
CoBpeMeHHbIe MOOHIIbHBIE Opay3ephl y)Ke IPaKTHYECKU JOTHAJIM HaCTONBHBIC aHAJIOTH, OJJHAKO pacliupeHre QyHKIHOoHaIa
BJIeYeT 32 cO00i OOMBIIYIO CIOKHOCTD M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTEIH BBIMYCKAOT OOHOBIICHHS, 3aKPBIBAIOIIE KPUTHUCCKHE YI3BUMOCTH JUISl CBOMX YCTPOMHCTB.
OCHOBHBIE COBETHI IIsI O€30MaCHOCTH MOOHMIBHOTO TelleoHa:

1. Hwuuero He ABIsETCS MO-HACTOSILIEMY OECILIATHBIM. ByIb 0CTOpOsKEH, Belb KOra Tebe mpeiaraor GecruiaTHbIi
KOHTEHT, B HEM MOT'YT OBITH CKPBITBHI KaKHE€-TO IJIATHBIC YCIIYT'H;

Hymaii, mpexae 4em otrnpaButh SMS, hoTo nim Buaeo. Thl TOYHO 3HACIIB, TAC OHH OyAYT B KOHEYHOM HTOTE?
Heo6xoa1Mo 0OHOBIIATH OIIEPALMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Vcnonb3yil aHTUBHUPYCHBIE TIPOTPAMMBI 711 MOOMIIBHBIX Tele(hOHOB;

He 3arpysxaii NpHI0KEHHS OT HEU3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT COZICPKATh BPEIOHOCHOE IIPOrPAMMHOE
obecrieueHue;

Tocne Toro kax ThI BBIHIEIIB C caiiTa, I/ie BBOAWI JINYHYIO HH(OPMALKIO, 3aii11 B HACTPOWKHU Opay3epa U yaaiu
cookies;

IMepuopuyecku MpoBepsii, KaKKUe IUIATHBIC YCIYTH aKTHBUPOBAHbI HA TBOEM HOMEPE;

JlaBaif cBoif HOMep MOOHIBHOTO TeNe(OHa TONBKO JTIOISM, KOTOPBIX THI 3HACIIH U KOMY JOBEPSICIIb;

Bluetooth nomken ObITH BBIKITIOUEH, KOTZIA THI UM HE MOJb3yelbesi. He 3a0bIBail mHOTa IPOBEPSTH 3TO.

o garwON

© N

Online urpsr

CoBpeMeHHBIe OHJIAH-UTPBI - 9TO KPACOYHbIE, 3aXBATHIBAIOIIHE Pa3BICICHIs, 00bEIUHSIONINE COTHH THICSY TeJIOBEK 10 BCeMY
mupy. IrpoKH UCCIIEAYIOT JaHHBII KM MHP, OOIIAIOTCS APYT C APYTOM, BBIONHSIOT 3aaHHsl, CPAXKAOTCS C MOHCTPAMH H
IOJIY4AIOT OMBIT. 33 YIOBOJILCTBUE OHH ILIATAT: MOKYIAIOT A¥CK, OIUIAYMBAIOT a0OHEMEHT MJIM IPHOOPETAIOT KAKHEe-TO OMLHH.
Bce 3TH cpencTBa HAYT Ha HO/ICPIKaHHE U Pa3BHTHE UTPBI, @ TAKXKE Ha caMy O€30ITaCHOCTh: COBEPIICHCTBYFOTCS CHCTEMbI
ABTOPH3ALMH, BHITYCKAIOTCSl HOBBIE MaT4yH (LU(POBBIE 3aIIaTKH AJIS IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mom0GHBIX UTPax CTOUT OMACATHCS HE CTOIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaKK TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa
CHCTeMa aBTOPU3ALMU OOJIBIIMHCTBA UIP.

OCHOBHBIE COBETHI I10 6E30IIaCHOCTH TBOETO HTPOBOTO aKKAYHTA!

1. Ecau gpyroii urpok Bener ceOs III0X0 UM CO31a€eT TeOe HENPUSTHOCTH, 3a6JI0KUPYH €ro B CIIMCKE UIPOKOB;

2. Tloxanyiicst aAMAHECTPATOPAM MIPBI HA IUIOXOE TOBEJECHUE ITOTO HIPOKA, JKENATENbHO IPHIIOKHUTH KAKHE-TO
JIOKa3aTeNbCTBA B BUIE CKPHHOB,;

3. He ykasbiBaii muunyro uadopManuio B npodaiiiie urpsl;

4. YBaxaii Ipyrux y4aCTHHKOB 110 UIDE;



5. He ycranasnuBail HeopUIHATbHBIE TATYH U MOJIBL;
6. Vcnonb3yii ClOKHBIE U Pa3HBIE APOIIH;
7. Jlaxke BO BpEMsI MTPbI HE CTOUT OTKJIIOYATh aHTUBHUPYC. [10Ka ThI UIpaelllb, TBOH KOMIBIOTEP MOTYT 3aPa3uTh.

OuIMHT WK KpaXka JIMIHBIX JaHHBIX

OObIYHOM Kpa)kel JICHET U JIOKYMEHTOB CErOHs YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTHI
3JI0YMBIIUICHHUKY IT€PEMECTHIINCE B UHTEPHET, ¥ IPOIOIDKAIOT 3aHUMAThCs ""IIFOOUMBIM" J1eJIOM.

Tak mosiBMIaCh HOBasl YTp0o3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIUHT, [TIaBHas [eIb KOTOPOTO COCTOUT B IOJIYYeHHU
KOH(HICHIINATBHBIX TaHHBIX MTOJIb30BaTENeH - IOTHHOB U mapoinei. Ha aarmiickom s3bike phishing untaercs kak GpumuHr (0T
fishing - pei6nast soBist, password - maposs).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUITHHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu ThI 1O/103p€EBaEIib, YTO TBOS AHKETA ObUIA B3IOMAHA, TO HEOOXOIMMO
3a0JI0KUPOBATH €€ U COOOLIUTH aIMHHUCTPATOPaM pecypca 00 3TOM KaK MOJKHO CKOpee;

2. MVcnonb3yii Ge3onacHbie BeO-CaliThl, B TOM YKCIIE, HHTEPHET-MAra3uHOB M [TOMCKOBBIX CHCTEM,;

3. Hcnonb3yii cnoxHble U pasHble napond. Takum 06pa3oM, eciii Tedst B3JIOMAIOT, TO 37I0yMBILIICHHHKH [0Jy4atr J0CTYII
TOJBKO K OHOMY TBOEMY IPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaNH, TO HEOOXOIUMO PEAYPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpbIE 100aBIIeHb! y Te0s B APY3bsiX, O
TOM, 9TO TeOs B3JIOMAJIM M, BO3MOKHO, OT TBOETO MMEHHU OyIET pacchlIaThCs ClIaM M CCHIIKH Ha (PUIIMHTOBBIC CalTHI;

5.  Vcranosu Hagexubii napois (PIN) Ha MOOWIBHBIN TeneoH;

6. Ortkmoun coxpaHeHne naposns B 6paysepe;

7. He oTKpbIBai (aiisbl M APYTHE BIOKEHUS B TTIMCHMAX, AXKe €CIIM OHY MPHIIA OT TBOMX Apy3eit. JIydire yTounu y
HUX, OTIIPABJIUIN JIK OHH TeOe 3TH (anIbl.

IMudposas pemyranus

I{udposas permryranus - 5To HeraTHUBHAsI WIIM O3UTHBHAS HH(pOpMaIys B cetu o Tebe. Kommpomerupyrommas nHpopmarys,
pa3MenieHHas B MHTEPHETE, MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCs Ha TBOEH peanbHOM xu3HU. "Lludposas pemyramus" - ato
TBOI UMUK, KOTOPBI opMupyeTcst u3 HHPOpManuH 0 TeOE B HHTEPHETE.

TBoe MecTo XKUTENIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa M paccKasbl 0 OJIU3KHX - BCE 3TO
HaKaIUIUBAETCS B CETH.

MHor#e noJApOCTKY JIETKOMBICICHHO OTHOCSTCS K ITyOJIMKaluK JINYHOW MH(pOopManiu B IHTepHeTe, HE TOHMMAsT BO3MOKHBIX
mocnencTBuiA. Thl Jake He CMOXKEILb I0rafaThes 0 TOM, 4To ororpadusi, pa3MeleHHast 5 et Ha3aj, cTajla IPHIHHOI OTKa3a
MPHUHATH TeOs Ha padoTy.

KommenTapuu, pazmerienne TBoux ¢ororpaduii U apyrue AeiicTBUs MOTYT HE HCYE3HYTh JaXe I10CIIe TOT0, KaK ThI UX YIaJIHIIb.
ThI He 3HAEMIb, KTO COXPAHMII 3Ty HH(OPMAIHIO, ITOMaja JIM OHA B TIOMCKOBBIE CHCTEMBI M COXPAHHIIACh JIM OHA, a TIIABHOE: YTO
MOAYMAIOT O TeOe OKpYIKAIOIIHE JIFOAN, KOTOPbIEe HAalIyT N yBUAAT 9T0. HaliTh MH(pOpMANUIO MHOTO JIET CITyCTSI CMOXKET JF000H -
KaK 13 100pBIX TOOYXK/CHHH, TaK U ¢ HAMEPEHHEM NPUYMHUTD Bpe. DTO MOXKET ObITh KTO YTOTHO.

OCHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOI PEITyTaIHN:

1. Tlomymaii, npekie yeM 4To-TO MyOIMKOBATH U TIEPENABaTh y ceOsl B 6JI0OTre UM B COIMAIBHON CETH;

2. B macrpoiikax mpoQmiis yCTAaHOBU OTPaHUYEHHS Ha IIPOCMOTP TBOETO IPOQMIIS U €ETO COAEPIKUMOTO, CAENIal ero
TOJNBbKO "AJ1st py3eit”;

3. He pasMemaii u He yka3biBaii MHPOPMAIHIO, KOTOPAs MOXKET KOr0-TM00 OCKOPOJIATH MM OOMKATD.

ABTOpCKOE IIPaBoO

CoBpeMeHHbIE IIKOJIEHUKHY - aKTUBHBIE ITOJIb30BaTeNH TH(POBOro npocrpancTsa. OmHAKO Jajeko He BCe 3HAIOT, 4TO
TOJTb30BaHKE MHOTUMHU BO3MOXKHOCTSIMU LU(POBOro Mupa TpedyeT COOM0AeHH s IPaB Ha HHTEIIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepmuH "UHTEIEKTYalbHAsI COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHSM YEIOBEYECKOTO YMa, HAUWHAS C HOBBIX
N300peTeHNi ¥ 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MIPOAYKTHI U YCIYTH, ¥ 3aKaHYMBast KHUTaMH, GpoTorpadusmu,
KUHO(UIBMAMH U My3bIKaJTbHBIMU IIPOU3BEICHUSIMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha HHTEJIEKTyaIbHYI0 COOCTBEHHOCTH Ha IIPOM3BEACHHS HAYKH, TUTEPATYPHl H HCKYCCTBA.
ABTOpCKHE ITpaBa BHICTYMAIOT B KAUECTBE FapaHTUH TOTO, YTO MHTEIUIEKTYaIbHBIH/TBOPYECKHH TPy aBTOpa He OyneT
HaIpacHBIM, JACT €My CIIPaBeUTUBBIE BO3MOKHOCTH 3apab0TaTh Ha Pe3yNbTaTax CBOETO TPY/a, HOMYIUTh H3BECTHOCTh 1
npusHanue. Hukro 6e3 pa3penieHns aBTopa He MOXKET BOCIIPOU3BOAUTE €T0 MPOU3BEICHHE, PACIIPOCTPAHSATD, ITyOJIMIHO
JIEMOHCTPUPOBATb, IPOAABATH, UMIIOPTHPOBATH, IICKAaTh B IPOKAT, MYOIMYHO HCIIOIHATH, IIOKa3bIBATH/UCIIOJIHATH B 3(Upe Hin
pa3memiats B HTEpHETE.

Hcnonb3oBanue "mupaTckoro” MporpaMMHOTr0 o0eciedeH s MOKET IIPUBECTH K MHOTHM PHCKaM: OT OTEPH TAHHBIX K TBOUM
aKKayHTaM J10 OJJOKMPOBKH TBOETO YCTPOICTBA, TA€ YCTaHOBIIEHA HeleraabHas mporpamma. He cTouT Taxske 3a0bIBaTh, UTO
CYIIECTBYIOT JICTAJIbHBIE U OECIUIaTHBIE MPOTPaMMBI, KOTOPBIE MOYKHO HAWTH B CETH.



